Joint Controller Data Processing Agreement between RCNI and Rape Crisis North East Clg.
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THIS STATEMENT is dated the 18th December of 2018 and made between: 

“Rape Crisis Network Ireland” (RCNI), is an independent charity and registered in Ireland as “Rape Crisis network Ireland” registered as a company limited by guarantee as Company number is 363350 and having its registered office at Carmichael Centre, North Brunswick Street, Dublin 7. 
Rape Crisis North East Clg, registered as a company limited by guarantee as company number is 247807 and having its registered office at Cherrywood Counselling Centre, Great Northern Distillery Offices, Carrick Road, Dundalk, Co. Louth. 
 (Each a “Party” and together the “Parties”)
WHEREAS

The purpose of this Statement is to set out the relationship between the parties with respect to certain categories of personal data for which the parties jointly determine the purposes and means of processing.
Descriptions
RCNI 

RCNI is owned and governed by member Rape Crisis Centres who sign up to a charter of membership and who are each entitled to sit someone on the RCNI board. Each Rape Crisis Centre has its' own legal structure, including its own Board of Directors or Board of Management. 


The stated function of the RCNI is to;
 
· Extend RCNI’s knowledge base around the origins, impact, extent and responses to sexual violence in Ireland.
· Engage with policy-makers, key institutions and wider society, on behalf of the 	RCNI membership, who use their experience to inform policies and social change 	agenda.
· Harness the capacity of Rape Crisis Centres to develop and enhance their 	capacity to continue to act as pivotal agents in a community-based response to 	sexual violence.
· Build a whole of society response to sexual violence through best practice 	expertise, and partnership to prevent sexual violence.
· Address a portfolio of issues from a strategic perspective so that the RCNI and its 	members’ day to day practices maximise resources to mobilise a proactive 	response to practice and policy issues.
· Support and assist the RCNI membership to agree and implement professional 	standards in the provision of services and to take on membership rights and 	responsibilities so as to strengthen the response to sexual violence



Party B

PARTY B is Rape Crisis North East Clg and has its own legal structure, including its own Board of Directors or Board of Management. Its primary function is to aid the survivors of rape and sexual assault. 

For the purpose of clarity, please note that RCNI is a separate legal, financial and corporate entity to Rape Crisis North East Clg.
	

Definitions
“Data Protection Law” means all applicable data protection law, including from 25 May 2018 the General Data Protection Regulation (Regulation (EU) 2016/679) and any legislation which amends, extends, consolidates, re-enacts or replaces same, including any statutory instruments and regulations that may be made pursuant thereto from time to time and any laws subordinate to GDPR and or enacted prior to it; and
Any reference to “Personal Data” in this agreement is to be understood to refer to “Special Categories of Personal Data” also;


The ‘RCNI database’ consists of client data from all participating specialists sexual violence centres including Party B Client Data and is a cloud based digital storage system. Any reference to the “RCNI database” is understood to refer to The RCNI Data, Knowledge and Information System.


'Rape Crisis Centre' (RCC) means a charitable organisation, based in Ireland, and who are a member of the Rape Crisis Network Ireland, whose primary focus is to aid survivors of Rape and Sexual abuse. Centres provide expert information, support, counselling and advocacy for those who have been affected by sexual violence and engage in and deliver awareness raising, training, education and campaigning towards social change and ending all forms of sexual violence. Each Rape Crisis Centre has its own legal structure, including its own Board of Directors or Board of Management.


DATA PRIVACY STATEMENT

1.  	The Parties agree that in performing their obligations under this Agreement, that in respect of “Personal Data”, that all processing will be undertaken in accordance with “Data Protection Law” and in particular that the parties herein will at all times act in compliance with the obligations outlined in Data Protection Law with respect to the rights of data subjects;

2.  	With respect to Personal Data, it is acknowledged that for the purposes of the functions of the parties herein to be performed as part of this agreement that the parties will act as joint controllers, jointly determining the means and purposes of processing, with respect to the following;

a) Party B Client Data which shall consist of 80 data points which shall be pseudonymised data relating to client demographics, their experience of sexual violence, the relationship to the abuser/s and the nature of follow up and disclosure pathways.

Party B Client Data is held on the RCNI database and is loaded to the RCNI database by Party B for use by RCNI and PARTY B for the purposes as agreed by consent with clients. 


b) PARTY B employee and volunteer data which shall consist of the following personal data relating to Party B employees; 

i. Vetting data as processed and stored under National Vetting Bureau standards
ii. RCNI specialist training and registration of therapists 
iii. Personal banking details for payment purposes
iv. Personal details such as name, email address, mobile and gender for the purposes of organising Court and Garda Accompaniment training and other ad hoc trainings. These are processed for this purpose only and deleted on completion of training under the RCNI retention policy.  
v. Guest data for events organised by RCNI.


PARTY B employee and volunteer data held on RCNI filing systems and is transmitted from Party B (or their staff and volunteers directly) for specific purposes to RCNI. 

3.  	The Roles and Responsibilities of PARTY B and RCNI with respect to this agreement are as follows;

a) PARTY B undertakes the following;

I. The RCNI database:

i. PARTY B shall provide the data subject’s data to the RCNI database, and shall collect same in compliance with all applicable data protection law. 
ii. PARTY B shall take all necessary precautions to ensure pseudonymisation of all data entered in database in line with standardised protocols.
iii. PARTY B shall collect data with the legitimate consent of clients using the RCNI consent protocol and maintain records in accordance to the RCNI Data Consent Policy.
iv. PARTY B shall provide transparency to Data subjects with regard the storage and usage of personal data in compliance data protection law and all RCNI policies which relate to the processing of personal data (see appendix 1).
v. PARTY B shall only have access to data on the RCNI database which they have input themselves and to whom their work relates directly only.
vi. PARTY B shall use Client data for administrative, planning, statistical analysis as compliant with Data Protection law and client consent. 
vii. PARTY B has a responsibility to ensure that all personal data is kept up to date on the RCNI database.
viii. PARTY B shall appoint one person who is suitably qualified, as a Data Compliance Officer who will act as a point of contact with the RCNI, in order to liaise with respect to all data protection matters.
ix. PARTY B shall ensure that all relevant staff are suitably trained and or made aware of their obligations and responsibilities with respect to the handling of personal data.
x. PARTY B shall notify RCNI of any data breach as soon as possible or at least within 24 hours of knowledge of same occurring.
xi. PARTY B shall notify RCNI immediately of any breach in data protection legislation which it suspects either party has made.

II. Employee and volunteer data

i. PARTY B shall ensure RCNI is kept updated with any changes to personal data that it captures or becomes aware of.


b) RCNI undertakes the following;

I. The RCNI database:

i. RCNI controls access to the RCNI database by allocating to Rape Crisis Centres usernames and passwords for access to the database. 
ii. Each Rape Crisis Centre has access only to the personal data that they have input to the RCNI database.
iii. The entire data set from all participating centres is accessible by RCNI and is used for statistical and research purposes.
iv. RCNI shall provide support for technical infrastructure, security (technical and physical security), and technology, this support shall be provided by outside contractors who have been subject to the correct Controller-Processor agreement.
v. RCNI shall only use database for the stated purpose(s) for which it was set up and in compliance with the data subject’s consent.
vi. RCNI shall ensure that all processors used in relation to the RCNI database shall be subject to a suitable Controller-Processor agreement. 
vii. RCNI shall ensure that all relevant staff are suitably trained and or made aware of their obligations and responsibilities with respect to the handling of personal data.
viii. RCNI shall appoint one person who is suitably qualified, as a Data Compliance Officer who will act as a point of contact with PARTY B, in order to liaise with respect to all data protection matters.
ix. RCNI shall provide training and support to a network of Data Compliance Officers in each Rape Crisis Centre.
x. RCNI develops, in collaboration with Centres, the bulk of practice standards, including the data consent protocol, relating to the data base and all data handling and governance guidance. 
xi. The RCNI Data Compliance Officer shall be responsible for breach notification to the Data Protection Commission with respect any personal data breaches related to personal data held on the RCNI database.
xii. The RCNI Data Compliance Officer shall be responsible for the compilation of an annual report with respect to the RCNI database and shall present same yearly at the AGM. This report shall comprise of all aspects which relate to the database as have occurred during the year.
xiii. RCNI shall notify PARTY B of any data breach, related to personal data which PARTY B has input on the RCNI database, as soon as possible or at the latest within 24 hours of knowledge of same occurring.
xiv. RCNI shall notify PARTY B immediately of any breach in data protection legislation which either party has made.

II. Employee and volunteer data

a. RCNI shall use employee and volunteer data for administrative purposes only.
b. RCNI shall provide transparency to Data subjects with regard the storage and usage of personal data.

4. No personal data from the RCNI Database shall be shared save for with the subject themselves under an access request and under the following circumstances:

a) PARTY B may share data from the RCNI database from time to time to funders or public bodies who may request aggregate and anonymised data where;
 
i. Data is fully anonymised and not re-identifiable and therefore not personal data as defined under law. 
ii. No pseudonymised data shall be shared by either party with a third party unless;

a) There is a legal basis which provides for the correct strict controls which shall adequately protect the rights of the data subject especially in relation to their re-identification.


b) Any such sharing of data shall be further subject to a written agreement between either party and the third party which will outline the terms of the data sharing, which will protect the rights of the data subject. 



b) The RCNI shall share data from the RCNI database from time to time with 3rd parties as consented to by data subjects under the data consent protocol under the following circumstances:


I. To researchers who have been approved by the RCNI and who enter into a confidentiality and Data Processing Agreement with the RCNI. The process of allowing access to researchers shall be done on a case by case basis and approved by the RCNI Board.
All data sharing requests from researchers shall be referred by PARTY B to the RCNI.


5. This agreement is written in conjunction with related RCNI policies and procedures which are referred to in the body of this document. All related policies and procedures are subject to RCNI board approval. A list of the relevant policies is to be found at SCHEDULE 1. SCHEDULE 1 may be amended by the board of the RCNI where necessary to add, delete or amend any relevant policies.

6. These related RCNI policies in SCHEDULE 1 to be formally adopted by PARTY B as a condition of use of the database. 


7. In the event that PARTY B seeks amendments to these policies these may be submitted in writing to the RCNI Data Compliance Officer who will assess same and make recommendations to the RCNI board for adoption and updating of the policy or to agree individual variation from the policy for PARTY B.

8. Should agreement not be reached on a question of amendments, PARTY B may, if deemed appropriate, be restricted in part or in full in their access to the database by the RCNI board.


9. All personal data within the RCNI database shall be further anonymised after seven years by severing the links with the centre of origin. Individual Centre analysis will not be possible on data older than seven years. RCNI will retain the capacity to analyse the data aggregated across the country and regions. 

10. Data from PARTY B will be retained by RCNI in the event of PARTY B leaving the database and continue to be processed under relevant RCNI standards, including further anonymization, following seven years.
11. The parties jointly agree that all queries and/or issues raised in respect to the rights of a data subject including but not limited to; 

a) the right to access, 
b) erasure, 
c) rectification, 
d) objection, 
e) restriction of processing, 
f) data portability, 
g) the right to be forgotten,  
h) or withdrawal of consent, 

shall be dealt with through the RCNI policies (schedule 1) and any complaints or queries received by one party relating to the personal data held by the other shall be raised within a timely manner and that the correct systems and processes are put in place for same. 



12. The Parties herein shall implement such technical and organisational security measures as are required to comply with the data security obligations under Data Protection Law;
13. All client access requests shall be handled by PARTY B as per the RCNI access protocol.

14.  	With respect to any risks associated with the security of the personal data held and jointly controlled by both parties herein, the parties agree to mutually inform and consult each other as soon as they are made aware of any data security incidents or risks that affect their environment or shared systems.

	
15.  	Any fine, penalty, notification and investigation costs or civil damage award imposed on one party as a consequence or caused by the negligence of another party or otherwise attributable to the acts or omissions of the other party with respect to Data privacy breaches or otherwise shall (save as prohibited by Law) fall to be the subject of an indemnity from the negligent party. 

16.  	Both parties will endeavour to resolve amicably all dispute or differences arising out of or in connection with rights or obligations established by this Agreement or the construction of this Agreement. Any matter in dispute will be referred in the first instance for resolution by the Designated Contacts for each party. 

17.  	In the event that the disputed matter cannot be resolved within 30 days, it will be escalated to the senior management of both parties who will seek to resolve the dispute within 30 days of the matter being referred to them and the decision reached by them will be final and binding.

18.  	This Agreement shall be governed by and construed in accordance with the laws of Ireland and the parties to this Agreement submit to the exclusive jurisdiction of the courts of Ireland and the Irish Data Protection Commission for the resolution of disputes under or in relation to this Agreement.


19.  	This Agreement shall only be varied by agreement in writing signed by both parties hereto.
.
20.  	This Agreement (including its Schedules) constitutes the entire agreement between the parties with respect Data Protection law and supersedes any previous agreement or representation between the parties in relation to the matters set out in this Agreement. Each of the parties acknowledges that it has not relied on any representation or warranty except as expressly set out in this Agreement or any document referred to in it with respect Data Protection Law.

IN WITNESS OF THIS AGREEMENT the parties have executed this Agreement on the date written above.

Signed by:
For and on behalf of RCNI
Date:

Signed by:	
For and on behalf of PARTY B (Rape Crisis North East Clg).
Date






SCHEDULE 1

1. Data Protection Standard
2. Data Retention Standard and Schedule *
3. You, Your Data, Your Rights: Data Consent Standard and Protocol
4. Data Access Standard and Protocol
5. Garda Vetting Policy
6. Personal Data Security Incident Log
7. RCNI Database Information security certificate *

Note that the right to erasure and to be forgotten is addressed in both retention and access standards.

* It is the intention to add to this schedule by arriving at collective standards around the discretionary retention periods on matters of commonality across RCCs
**Standard is draft due to ongoing technical updates which will impact the standard
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