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RCNI data system RCC client data Consent Standard

We Rape Crisis North East CLG Centre observe the following in ensuring informed consent when gathering sensitive personal data for the RCNI database.

Access to information and Transparency
· We display the data collection and consent information, ‘You, Your Data Your Rights’, for clients on our website. 
· We have a copy of ‘You, Your Data, Your Rights,’ available in the centre and accessible to a client. 
· We hand clients a hard copy of this document during the initial intake meeting.
· We have the flyer on the noticeboard, hall and/or public spaces within the centre, 
· All of these will always have the name and contact detail of the DCO on it.
· The RCNI undertakes to display in plain English this information and more on its website.
· We will undertake the consent protocol 6 actions with each client.
Consent Protocol – 6 actions.
In the intake meeting we will verbally explain confidentiality and privacy to all clients. Intake officers will be familiar with ‘You, Your Data, Your Rights’. The following 6 actions must be present, ideally in this first meeting or, based on client need, in subsequent meetings as appropriate, for consent to be considered valid. 
1. Purpose of data: make clear the client the purpose of gathering the two forms of data as outlined in ‘You, Your Data, Your Rights.’ Note, administrative data does not require explicit consent (it comes under contract), our statistical data broadly does. 
2. Right to consent: That the client has a right to consent to how we process (collect, use, hold and share) their data for statistical purposes.

3. Special categories: That the statistical data we collect includes data about their health and sexual orientation and if they consent to each of these. 
4. Ease of accessing their rights: That they can ask questions about or see their data that we hold and who to contact.
5. Withdrawing consent: That the client can at a later time withdraw consent and if so who they should contact.
6. Get consent: Ask if the client consents to us gathering their data for statistical purposes.
The intake officer will fill out the consent log for each client recording consents given or withheld. Subsequent consent actions will be undertaken and recorded as required. The DCO will ensure the data processing and data consent remain aligned.


Document 2
Client Consent Protocol
Client database number ______________________________
It is the responsibility of the intake officer and then the counsellor to ensure the consent protocol is filled out for each client. Ensure signature and printed name is included at the bottom.
The client’s name is never to be included on the consent protocol as it may need to be made available to external Data Protection Auditors. Consent protocols are logged under the client database number. 
The consent protocol remains with the client file until the file is closed under the data retention policy at which point it is transferred to the DCO consent log file.
It is the responsibility of the intake officer and/or counsellor to update the DCO consent log as consent is received and/or withdrawn. 
Consent protocol forms may form part of a Data Protection Audit.

Initial intake
I _________________ in my role as ___________________ in the __________________centre 
undertook initial consent with the client in the month of ____________, 20__ .

I handed the client the hard copy of ‘You, Your Data, your Rights,’ and/or directed them to the online information. 							Yes __________ No ___________

I confirm that I spoke to the client about confidentiality including all six actions in the protocol.											Yes __________ 
Or 
I confirm that I spoke to the client about confidentiality but it was not appropriate to include all actions of the protocol at this point. 				Yes _________ 
Go to continuous consent below

Consent was given						Yes ___________ No___________

Notes (such as any specific requests the client made regarding limitations of use around GDPR special categories of health, sexual orientation etc.) 
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Continuous consent 
Where full protocols were not completed at initial intake, during subsequent engagement with the client we spoke to them about:
1. Purpose of data: make clear the client the purpose of gathering the two forms of data as outlined in ‘You, Your Data, Your Rights.’ Note, administrative data does not require explicit consent (it comes under contract), our statistical data broadly does. 
Month __________ year______  Staff or volunteer ______________________

2. Right to consent: That the client has a right to consent to how we process (collect, use, hold and share) their data for statistical purposes.
Month __________ year______  Staff or volunteer ______________________


3. Special categories: That the statistical data we collect includes data about their health and sexual orientation and if they consent to each of these. 
Month __________ year______  Staff or volunteer ______________________

4. Ease of accessing their rights: That they can ask questions about or see their data that we hold and who to contact.
Month __________ year______  Staff or volunteer ______________________

5. Withdrawing consent: That the client can at a later time withdraw consent and if so who they should contact.
Month __________ year______  Staff or volunteer ______________________

6. Ask if the client consents.

Month __________ year______  Staff or volunteer ______________________

Consent was withdrawn
Type of Consent withdrawn – eg all or just for special categories etc.
____________________________________________________________________________________________________________________________________________________________________
Reason given, if any ____________________________________________________________________________________________________________________________________________________________________
DCO was alerted of withdrawal of consent	
	
Month ______________ year__________ Staff or Volunteer ___________________




Staff/volunteers who undertook consent protocol
Print name  					Signature
__________________________			__________________________
__________________________			__________________________

Document 3
DCO Consent log (this may be converted into an excel sheet)
DCO maintains an anonymised consent log accessible to all intake and counsellor staff/volunteers who must update it as relevant. 
Intake and counsellor staff/volunteers will ensure that they, in a timely manner, alert the DCO personally of any requests or changes to consent that require action.
The DCO must keep the log under review and ensure personal data for statistical purposes is only collected and processed according to consent.
Anonymised record of individual consent:
	RCNI Database individual number
	Consent protocol applied (who)
	Any consent protocol follow up (who)
	Consent exceptions noted
	Right to access request (date and actioned)
	Withdrawal of consent
(date and actioned)
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